milSuite Login Guide - Global Federated User Directory Edition

Purpose

milSuite recently changed its login process to use the DoD’s Global Directory, also known as the Global
Federated User Directory or GFUD. For those users who have accounts on a Microsoft 365 / Teams
tenant such as the DoD’s DoD365, Army’s A365, or the Navy’s Flank Speed, the login experience will be
very familiar. For those who don’t actively participate in one of those tenants, or who do not have an
account on any of these tenants, this guide will assist in determining the correct login credentials you
should use and walk you through the process.

All Users

The first step for logging in to milSuite is to head to https://www.milsuite.mil. Before going on into
milSuite, you will see the milSuite Login page. Click the “I Agree” button to start the login process.

7, milSuite

| AGREE

| agree to adhere to the milSuite User Agreement and the below terms and conditions: milSuite Help and Support

Disclaimer

YOUARE ACCESSING AU.S. GOVERNMENT (USG) INFORMATION SYSTEM (1S) THAT 1S PROVIDED FOR USG-AUTHORIZED USE OMLY.

By using this IS (which includes any device attached to this IS), you consent to the following conditions

« The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited te, penetration testing, COMSEC
menitoring, network operations and defense, personnel misconduct (PM), law enforcement (LE). and counterintelligence (Cl) investigations

« Atany time, the USG may inspect and seize data stored on this IS

« Communications using, or data stored on, this IS are not private. are subject to routine menitoring, interception, and search, and may be
disclosed or used for any USG-authorized purpose.

What you see next will depend on your specific situation, as described on the following pages.

Users with Tenant Account

Users not on M365 Tenant (or don’t know which email to use to login)

Note for first time log in

Account issue in GFUD
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Users with Tenant Account

If you have an account on one of the many M365 Tenants in the DoD, you are familiar with the process
you will see when logging in to milSuite. Depending on when you last logged in to your M365 / Teams
Tenant, you should see one of the following options after clicking the “I Agree” button on the milSuite
login page.

B® Microsoft
Sign in

IEmaiI_ phone, or Skype

Can't access your account?

https://go.ecs.mil/tac

Qh Sign-in options

Cached login credentials:

Pick an account

IE' george.b.miller16.ctr@army.mil

—|— Use another account

Enter or select your tenant email address and continue through the process as you normally do when
logging in to your M365 / Teams Tenant.
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Users not on M365 Tenant (or don’t know which email to use to login)
Not everyone in the DoD has an account on one of the M365 / Teams tenants, and not everyone who
does have an account on one of the tenants knows what email address is associated with that account.
You will see a similar “Sign In” screen to what users with a tenant account will see, the following steps
will help you determine the email address you should use when logging in to milSuite.

1. Go tothe GFUD Self-Service Portal (https://portal.apps.deas.mil/) and login with your CAC (no
email address required)

2. Go to the My Self-Service -> Account Profile page

3. If the Current Tenant field lists a tenant name, then use the “Tenant Login Name” as the email
address on the Sign in screen.

= Global Federated User Directory (GFUD) Miller, George B (g BRETT) CTR USARMY PEO EIS (USA) v - @
B3 Dashboard .
My Account Profile
B Onboarding
o Display Name Miller, George B (g BRETT) CTR USARMY PEO EIS (USA)
ser Groups
P Id [~]
© MysSelFService ersona [ -]
Account Info Current Tenant Army
Account Profile
T y Tenant Login Name george.b.miller16.ctr@army.mil
ly Distribution Lists
My GM/EM Contact(s) Last Login Date 08/31/2023 14:27:48 (] u
My Owned Mailboxes

4. If the Current Tenant field does not list a tenant name, and the “Tenant Login Name” is blank, go
to the My Self-Service -> Account Info page

5. From this page, combine the values of the “Persona User Name” and the “Tenant Email
Domain” fields and use that combination as the email address on the Sign in screen.

Account Profile Middle Name B Duty Phone (240) 000-0000 Customer Code ARMY-USAASC
My Distribution Lists Pre, FirstName gBRETT Fax Cadency
(e n ) Job Title ) Mobile Tenant Code
milSuite Operations Army

My Owned Mailboxes

Persona Title Phone Other Tenant Email

Dor
Persona User Name george.b.miller16.ctr Tenant on MSFT

@armyeitaas.mail.onmicrosc

Domain

1-Sep-23 Page | 3 milSuite@mail.mil


https://portal.apps.deas.mil/
https://portal.apps.deas.mil/

milSuite Login Guide - Global Federated User Directory Edition

Note for first time log in

If this is your first time logging in to milSuite using the GFUD process, you will see a “Permission

requested by: DoD Apps1” message. Click the “Accept” button to grant the requested permissions.

Example of message:

Service specific logo
US.ARMY <«———

DoD Appsi
_@-m\\ < Tenant Email
Permission requested by:

p DoD Apps1

dodapps1.gov.tenants.msft.csp.ecs.mil
By accepting, you allow this organization to:

~ Receive your profile data

Your profile data means your name, email address, and
photo

v Collect and log your activity

Your activity data means your access, usage, and content
associzted with their 3pps and resources

~ Use your profile data and activity data
This data may be used with your access and use of their
|

apps and resources, 35 to create, ©
administer an account according to their pol

You should only accept if you trust DoD Apps1. DoD Appsi
has not provided a link to their privacy statement for you
to review. You can update these permissions at
https://myaccount.azure.us/organizations

Leam

This resource is not shared by Microsoft.

Upon accepting the request users may see a one-time error. If you see the below error, close the

browser and go back to https://www.milsuite.mil to login.

Example of one-time error:

B Microsoft
Sign in

Sorry, but we're having trouble signing you in.

AADSTS165000: Invalid Request: The request did not include the required tokens
for the user context. One or more of the user context values (cookies; form fields;
headers) were not supplied, every request must include these values and maintain
them across a complete single user flow. The request did not return all of the form
fields. Failure Reasons:[Token was not provided;]

Troubleshooting details

If you contact your administrator, send this info to them.

Copy info ta dipboard

Request Id: 86d24740-79c1-4bfc-933a-767821558200

Correlation Id: 3df7ede2-45¢9-4823-8301-b82e86e1b722

Timestamp: 2023-08-23T15:26:217

Message: AADST5165000: Invalid Request: The request did not include the required tokens for
the Uzer context. One or more of the user context values (cookies: form fields headers) wers not
supplied, every request must include these values and maintain them across a complete single
user flow. The request did not return all of the form fields. Failure Reasons:[Token was not
provided:]

Flag sign-in errors for review: Enable flagging
I you plan on getting help for this problem, enable flagging and try to reproduce the error
within 20 minutes. Flagged events make diagnostics available and are raised to admin attention
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The above error will only appear once and upon returning to milSuite you will be able to login. If a user
has accepted this disclaimer at some point prior to logging into milSuite they will not see the above
disclaimer.

If a user does not see the above disclaimer and a “does not exist in tenant” account error the following
issues could be the cause:

Example of Account Error:

B® Microsoft
Sign in

Sorry, but we're having trouble signing you in.

AADSTS50020: User account || i o identity provider
‘https://sts.windows.net/faebd70f-954b-4811-92b6-0530d6f84c43/' does not exist
in tenant 'DoD Apps1’ and cannot access the application
‘https://login.milsuite.mil:443/ss0'(APP-USG-DoD-USARMY-PEO-EIS-MILTECH-
MILSUITE-PROD) in that tenant. The account needs to be added as an external user
in the tenant first. Sign out and sign in again with a different Azure Active Directory
user account.

Permission disclaimer blocked by Pop-Up Blocker

One potential cause of not seeing the Permission Disclaimer is a local pop-up blocker on the user’s
machine. Many installations / locations block pop-ups and require exceptions to be added for official
pop-ups. If you suspect that may be the case check your favorite browser’s pop-up exceptions.

Example of Pop-up Exceptions in the Chrome Browser:

[*]dau.edu

[*]gev

=Imil
[*]golearnportal.org
[*Jepps.appsplatiorm.us
[*Jazure.us

[*.]Jgov.geotabgov.us

e & & 6 6 6 6 6
F B B F F H B B

[*Jsharepoint-milus

Here are some popular browser pop-up exception pages:

Google Chrome | Microsoft Edge | Mozilla Firefox

*Browser must be open to use the above links
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Account issue in GFUD

Finally, there could be an issue with your account in GFUD. The best way to determine that is to go to
the GFUD Self-Service Portal (https://portal.apps.deas.mil/) and login with your CAC (no email address
required). Follow the instructions in the “Users not on M365 Tenant (or don’t know which email to use
to login)” above to verify your information looks correct.

If there is an issue with your account information, i.e. wrong email address, wrong persona information,
etc. click the Contact Enterprise Service Desk to find your service specific support desk and submit a
ticket to fix your account in the DoD Apps1 Tenant.

Global Federated User Directory (GFUD)

Global Directory Help Center | Self-Service Portal

| How-To Guides
Basic functionality how-to guides and
icle

Need technical assistange? ‘
s A

@ CONTACT ENTERPRISE SERVICE DESK.

For any login issues not reflected in the above GFUD Edition please visit the milSuite Help and Support
page for more information.
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